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	Reason for change:
	When checking for reachability of services, the tester needs to make sure that the service is reachable on the interface where this is required, and that it is not reachable on all other interfaces. Currently, this check is only done for services on the first interface, not for any further ones.

The current version of this test only supports network products with exactly 2 interfaces, but gives no hint on how to test products with more interfaces.

For verifiability and reproducability reasons, the parameters and settings used in the test execution should be provided as test evidences. Therefore, the used port scanner and its configuration are still missing and the network product configuration should be more specific.

Scanning ports from outside the network product does not provide more information than checking the interfaces’ configuration from the inside. In some cases, it may even be less complete.

	
	

	Summary of change:
	Make the test execution more generic for a variable number of network interfaces and checking for service reachability on all interfaces.

Add evidence for port scanner name and version and make configuration evidence more specific.

Making port scanning optional with the alternative of checking the configuration and mapping of interfaces to services.

	
	

	Consequences if not approved:
	If the network product has more than 2 interfaces, not all of them would be checked.
Not all service – interface mappings would be checked.
Insufficient verifiability and reproducability due to imprecise evidences.
Testing effort is bigger than necessary.
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[bookmark: _Toc44937905][bookmark: _Toc35348423][bookmark: _Toc19542421]4.3.2.2	Restricted reachability of services
Requirement Name: The network product shall restrict the reachability of services
Requirement Description: 
The network product shall restrict the reachability of services so that they can only be reached on interfaces where their usage is required. On interfaces were services are active, the reachability should be limited to legitimate communication peers. This limitation shall be realized on the network product itself (without measures (e.g. firewall) at network side) according to the requirement detailed in clause 4.2.6.2.1 Packet Filtering.
EXAMPLE:	Administrative services (e.g. SSH, HTTPS, RDP) shall be restricted to interfaces in the management network to support separation of management traffic from user traffic. 
Test Case: 
Test Name: TC_RESTRICTED_REACHIBILITYREACHABILITY_OF_SERVICES
Purpose:
To verify that it is possible to bind the services only to the interfaces from which they are expected to be reachable. 
NOTE: 	The test case developed for the requirement " 4.2.6.2.1 Packet Filtering" implicitly verifies that the network product permits to limit the reachability of the services only to legitimate communication peers, 
Procedure and execution steps:
Pre-Conditions:
-	The vendor shall declare, in the documentation accompanying the network product if the network product supports the capability to restrict services reachability to only the nodes authorized to access them. In this case, the vendor shall detail how this capability can be configured.
-	A list of all required network protocols and services containing at least the following information shall be included in the documentation accompanying the Network Product:
-	protocol handlers and services needed for the operation of network product;
-	their open ports and associated services;
-	the configuration options;
-	and a description of their purposes.
-	The network product is configured such that the required network protocols and services (as described in the network product documentation) are setup and each service is bound to an IP address of a specific network interface (e.g. IP1 which is the ip address of if1). Configuration may occur automatically during the initialization phase of the network product or manually as defined in the network product administration documentation.
-	The network product shall have at least two interfaces enabled, (if_1 and if_2 …) respectively configured with IP Addresses IP1, and IP2 ….
-	The tester has administrative privileges.
-	A tester machine equipped with a network port scanner tool is available. 
Execution Steps
For every available interface if_n:
1.	The tester runs a network port scanner (e.g. nmap) or uses local network interface information towards on if1 if_n and verifies that the configured services (according to the vendor documentation) are open/reachable.
2.	The tester runs a network port scanner (e.g. nmap) or uses local network interface information towards on all available interfaces except if2 if_n and verifies that the configured services are not open/reachable.
Expected Results:
Services can be enabled on per-interface basis. 
Expected format of evidence:
A testing report provided by the testing agency which will consist of the following information:
-	The network product configuration regarding the mapping between interfaces and configured service
-	Pcap files, if applicable
-	Screenshot
-	Software name and version of the used port scanner, together with a log of the executed commands
-	Network port scanner results (e.g. files containing theseis results)
-	Test result (Passed or not)
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